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1 Intr oduction

ClamAntiVirusis ananti-virustoolkit for UNIX. The mainpurposeof this soft-

ware is the integration with mail seners (attachmentscanning). The package
providesaflexible andscalablemulti-threadedlaemona commandine scanner
andatool for automatiaupdatingvia Internet. Theprogramsarebasednashared
library distributedwith the Clam AntiVirus packagewhich you canusein your

own software. Clam AV usesa virus databasérom OpenAntiMrus.og, we also

helpwith signatureggenerating.

1.1 Features
o GNU GPLlicense

e POSIXcompliant,portable

e Secure

e Veryfast

e Multi-threaded

e Userfriendly

e On-accesscanningLinux only)

e Detectsover 7000viruseswormsandtrojans
e Supportcompressefiles andarchves

e Built-in supportfor RAR (2.0),Zip, Gzip

1.2 Mailing lists

Therearethreemailing lists available:

announce@clama.elektrapro.com- info aboutnew versions(including debian
packageeleases)noderated.

users@clama.elektrapro.com- userquestions
devel@clamav.elektrapro.com- developement

You cansubscribéy sendinganemptyemailto
listhame-subscribe @clamalektrapro.comer via www at

1Thatmeansthe subscriberarenot allowedto write into the mailing list
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http://clamav.elektrapro.com/ml
After subscribingyou mustreply to a specialmessagsentat your address.
Mailing lists arearchivedat:
http://archive.elektrapro.com/cla mav.e lektr apro.c om/us ers/
http://archive.elektrapro.com/cla mav.e lektr apro.c om/de vel/

2 Installation

2.1 Supported platforms

ClamAntiVirusis preparedor theinstallationon thefollowing operatingsystems
/ architecturegtestedplatformsin braclets):

e GNU/Linux 2.2/2.4(All flavours,Intel/SFARC/Alpha)
e Solaris2.6/7/8(Intel/SFARC)

o FreeBSD4.5(Intel/Alpha)

e OpenBSD3.0/3.1(Intel)

e NetBSD

e AIX 4.1/4.2/4.3/5.1RISC6000)

¢ HPUX11.0

e SCOUNIX

e MacOSX

e BeOS

e CobaltMIPS boxes(RAQ1,RAQ2, QUBE?2)

Somefeaturesmay not be availablewith your operatingsystem.If you have
run ClamAntiVirus onthe systemnotlistedabove, pleasdet me know.

2.2 Currentversions

ClamAntiVirus canbeobtainedfrom:

http://clamav.elektrapro.com

Thesiteis sponsoredby ElektraPro.com
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2.3 Binary packages

Thereare high quality deb and rpm packageswvailablefor Linux. The Debian
packageis maintainedby MagnusEkdahland you will find it on debianmir-
rors, http://www.debian.org . The RPM packagds maintainedoy Arkadiusz
Miskiewicz andis distributed with Polish(ed)Linux Distribution (ftp:/ftp.
pld.org.pl ). Thereis alsothe RPM packagdor Mandrale available,it’s main-
tainedby OdenErikssonand can be found on Mandrale mirrors. The binary
packagedor AlX are availablein AIX PDSLIB, UCLA http://aixpdslib.
seas.ucla.edu/packages/clamav.html

2.4 Installation

Pleaseeadthe README file in thecurrentversion,becausét probablycontains
someimportantreleasenotes.If you areinstallingClamAV for thefirsttime, you
have to adda new userandgroupto your system- clamav 2

# groupadd clamav
# useradd -g clamav -s /bin/false -c "Clam AntiVirus" clamav

The abore methodworks on Linux and Solaris,if you don't have groupadd,
useldd pleaseconsultyour systemmanual the sectionaboutcreatingnew users
andgroups.If you arenot a systemadministratoror won't be usingclamscanin
superusemode,you may omit this stepwith the option—disable-clamayassed
to theconfigue script:

$ ./configure --disable-clamav

This disablegestingfor clamavuserandgroup. clamscanstill requiresclamav
for superusemode. Pleasedon't seta passverd on this accountjust assurat’s
lockedwith "!” in /etc/passwar /etc/shadow It mustbe a normal,unprivileged
user Don’t addit to ary specialgroups.

After this, extractthearchive, configureandcompile:

$ tar zxpvf clamav-x.yz.tar.gz
$ cd clamav-x.yz

$ ./configure; make

$ su -¢c "make install"

WARNING: Never setSUID/SGID bit on Clam AntiV irus programs.

2Cygwin note: If you don't have /etc/passwdyou don’t needthe clamavuser/group.
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2.5 Configuration

If youaregoingto usethedaemonyou needto configureit.

$ clamd
ERROR: Please edit the example config file
lusr/local/etc/clamav.conf.

Now you know, wherethe configurationfile is located. You will find more
informationaboultit in 3.1section.

Clamulo requiresthe Dazulo softwareandis supportedwith Linux 2.2 and
2.40nly. You canobtainDazulo from http://dazuko.org or
clamav-x.yz/support/dazokversiontestedwith clamd).Installation:

$ tar zxpvf dazuko-a.b.c.tar.gz

$ cd dazuko-a.b.c

$ make dazuko

or

$ make dazuko-smp (for smp kernels)
$ su -¢ "insmod dazuko.o"

You mustcreatealsothe/dev/dazul device:

$ cat /proc/devices | grep dazuko
254 dazuko
$ su -¢c "mknod -m 600 /devidazuko ¢ 254 0"

Now you mustconfigureClamulo in clamavcont Pleasecheck3.2 section.

2.6 Testing

OK. Let'sdo sometests.Try to scanthe sourcedirectoryrecursvely:

$ clamscan -r - scantxt clamav-x.yz

It shouldfind the virusesin the clamar-x.yz/testdirectory You may checkit in
the createdog - scan.txt. You will find more about clamscanoptions in the
clamscan(1)manual. 3

3pleaseun manclamscan
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2.7 Setting up auto-updating

freshclamis a tool, which automateshe virus databaseipdateprocesdor Clam
AntiVirus. You will find moreinformationaboutit in the section3.5. It may be
usedin two ways:

e interactve - from commandine
e asadaemon worksalone,silently

Run freshclam (as root) without any parametersto checkis it working cor-
rectly. If everythingis OK, createalog file in /var/logownedby clamav

# touch /var/log/clam-update.log
# chmod 644 /var/log/clam-update.log
# chown clamav /var/log/clam-update.log

Now, youmayrun freshclamasa daemon:

# freshclam -d -c 2 -l /var/log/clam-update.log

It will checkfor anew database@ timesaday. Pleaseaddthis line to your startup
scripts. The otherway is to usethe cron daemon.You have to adda similar line
to the crontabof root or clamav:

0 8 * * * [usr/local/bin/fre shclam --quiet  -I  /var/log/clam-upda te. log

It will checkfor a new databaselaily at 8 am. You may needto setupthe proxy
supporton your system.You shouldsetthe ervironmentvariable$http_proxy, eg.

export  http_proxy="my.proxy.server:8080"

Thereis also—http-pioxyoptionavailable.

2.8 AMaViS - "Next Generation”

AMaViS-ngis a rewritten, more modularversionof amavis-perl/amaisd, devel-
opedby Hilko Bengen.Homesite:

http://sourceforge.net/projects/a mavis

Pleasedownloadthe newestversion(at least0.1.3). After installation(which is
quite easy) pleasauncommenthefollowing line in amavis.conf:
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virus-scanner = CLAM

andeventuallychangehe pathto clamscann the[CLAM] section:

[CLAM]

clamscan = /usr/local/bin/clamscan

2.9 Qmail-Scanner

You mustincreasesoftlimit valueor wait for adaemorsupport.

2.10 Support for AMaV iS-perl

Thefirst thing you needis amavis-perl-11.taigz from http://amavis.org , then

$ tar zxpvf amavis-perl-11.tar.gz

$ cp clamav-x.yz/support/amavis/clamavis.p atch amavis-perl-11
$ cd amavis-perl-11

$ patch -pl < clamavis.patch

$ find . -exec touch 01010000 {} \;

Now pleasedo a standardAMaViS installation.

Hint: AMaViS will useclamscarwith standardoptions,which shouldwork on
all systems.If you wantto addotheroptions(eg. decompressiorimits) please
editthefile /usr/sbin/amavigfterinstallation.

3 Usage

3.1 Clam daemon

clamdis a fully multi-threadeddaemonpasedon libclamav. It's ableto work in
oneof thetwo modesusing:

e Unix (local) soclets

e TCPsoclets
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The daemonis configuredby the clamavconf file. You will find a description
of all the optionsin the clamav.conf(5) manual.clamdrecognizeghe following
commands:

e PING
Checksener’s state.lt shouldreply with "PONG”.

¢ RELOAD
Reloadthedatabases.

e QUIT
Performa cleanexit.

o SCAN file/dir ectory Scanafile or directory(recursvely) with archive sup-
port. A full pathis required.

¢ RAWSCAN file/dir ectory Scanafile or directory(recursvely) with archve
supportdisabled.A full pathis required.

Internal threads(except clamulo) are ignoring all external signals. The main
threadhandlesSIGTERMand SIGINT signalsand performsa properexit when
oneof themis caught.

3.2 Clamuko

Clamulo is a specialthreadin clamd that performson-accesscanningunder
Linux. It wasimplementedasa threadin clamdbecausef Dazulo implemen-
tation. Client (clamulo) - sener (clamd) modelis currently not supportedby
Dazulo. Therearesomebenefitsfrom currentimplementation clamulo is shar
ing the databasevith clamd,andit’s updatedwith the RELOAD command.You
must obeythe following principles when using clamuko:

e Alwaysstopthedaemorcleanly with QUIT commandr SIGTERMsignal.
In othercaseyou canloseanaccesso the protectediles until the system
is restarted.

¢ Neverprotectthedirectoryyour mail-scannesoftwareusedor attachments
unpacking. Accessto all infectedfiles will be blocked, and the scanner
(evenclamd)won’t beableto detectavirus. Infectedmail will bedelivered.

You needto enableclamulo in clamavcont To protectdirectory/home,please
usetheoption:

ClamukolncludePath /home
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To protectthewhole system:

ClamukolncludePath /
ClamukoExcludePath  /proc
ClamukoExcludePath  /tempdir/of/mail/scanner

You canuseclamulo to protectfile accesn Samba/NetatalkNFSis not sup-
ported(Dazulo doesnt interceptNFSaccesgalls). Anotheridea- you canbuild a
databaseontainingasignature®f thepopularexploits, it will protectyouagainst
script-kiddies.

3.3 Archivesand compressediles

Clam AntiVirus dependn LibClamAV. It hasbuilt-in supportfor the following
formats:

e Zip
e Gzip
e RAR (2.00nly)

Archive files aredetectedy checkinga magicstrings? You needthe zlib library
for the Zip/Gzip support. Zip archvesare accesseavith the zziplib library by
Guido Draheimand Tomi Ollila. RAR supportis basedon the UniqQuE RAR
File Library by ChristianScheureandJohanne®inkelmann.Both of themare
includedandslightly modifiedin the clamas sourcesUnrarlib supportsRAR 2.0
archvesonly andaccordingto Christianthe new format (introducedin WinRAR
3.0)won't besupported.

The daemonscansarchvessupportedoy libclamas only. Clamscartries to
scananarchve with built-in code,but whenit failsit’ sableto switchto theexter-
nal unpacler:

$ clamscan --unrar  rarfail.rar
/home/zolw/Clam/test/rarfail.rar: RAR module failure.

UNRAR3.00 freeware Copyright ~ (c) 1993-2002 Eugene Roshal

Extracting from  /home/zolw/Clam/test/rarfail.rar

4Justlik e thefile(1) command.



CLAM ANTIVIR US: USER MANUAL 9

Extracting testl OK
Al OK

tmp/4469415b2665d2f4/test1: ClamAV-Test-Signature FOUND
/home/zolw/Clam/test/rarfail.rar: Infected  Archive FOUND

clamscarsupportsmary popularcompressors it usesexternalprogramsfor
eachformat. If the scannerruns with superuserprivilegesunpackers are ex-
ecutedwith clamavprivileges,which makesthe processfar more secue. It
alsomalessure thatclamavuserhasreadaccesgo all scannecompressedlles.
You should have enabledrecursive scanningwith the -r option (—recursiw), if
you want to scanthe whole content of the archive (with subdirectories) also
all archvesin archveswill be recursvely scanned just everything. If filesin
archivesarevirus free the archie itself is scanned just for prevention (it may
not beanarchwve). Pleasdook at the optionsbelaw, eachoption hasan optional
argument- the absolutepathto unpacler. If it cant be foundin $PATH please
supplyit. BecauseClam AntiMirus usesthe standad GNU optionsformat, the
long optionswith optional argumentsyou mustrememberboutthe = between
option and argument.Sothe properway to supplythe optional argumentss for
example—-unzip=/path/to/unzip.

—unzip: You probablydon't needthis option,becauseip is supportedy libcla-
mav. Butif libclamav will fail to unzipsomefile, it maybe useful.clamscarwas
testedwith UnZip 5.410f 16 April 2000,by Info-ZIP.

—unrar; Testedwith UNRAR3.00freavare.

—unace: It usesoptionssupportedy UNACE v1.2public version nottestedput
shouldwork.

—unarj: Testedwith UNARJ(Demoversion)2.41a
—z00: Testedwith zoo2.1
—lha: Testedwith LHa for Unix V 1.14e

—jar:  CA usesunzipfor .jar files. Testedwith UnZip 5.410f 16 April 2000,by
Info-ZIP.

—tar:  This option supportsnon-compressedrchives. Testedwith GNU tar
1.13.17

—deb: This optionsupportdebianbinary packagesTestedwith GNU ar
2.12.90.0.14Implies—tgz, but doesnt conflict with —-tgz=FULLFATH.

—tgz: Thisoptionsupportstargzand.tgzfiles. YouneedGNUtar, onnon-Linux
systemyou probablyhave it asgtar andif thisis in $PATH just use—tgz=gtaror
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supplythefull pathto thiscommandasanamgument.

3.4 Output format

clamdusesuniformedoutputformat.

zolw@Wierszokleta:"$ telnet  localhost 3310

Trying 127.0.0.1...

Connected to localhost.

Escape character is 7.

SCAN /home/zolw/infected

/home/zolw/infected/sobre.com: W32/Magistr.B.~ FOUND
Connection  closed by foreign  host.

It alwaysclosesthe connectionwhenfirst virusis found. In the caseof archies,
the outputis exactly the samdik e with normalfiles:

SCAN /home/zolw/Clam/test/test2.zip
/home/zolw/Clam/test/test2.zip: ClamAV-Test-Signature FOUND

Error messageareprintedin thefollowing format:

SCAN /no/suchffile
Ino/suchf/file: Can't stat) the file ERROR

andthey canbeeasilyparsed.

clamscanwrites all messagegonly help is written to stdout by default) to
stderr. In somesituationsyou may want to redirectit to stdout with —stdout
stdoutin contrasto stderris buffered,that'swhy clamscarflusheghis buffer after
eachmessageo preventthe creationof trasheson the output. During scanningt
writes somethindik e this:

[TEST/test: OK

[TEST/Makefile: OK

[TEST/getopt.c: OK

[TESTvirfile: Phantom #1 FOUND



CLAM ANTIVIR US: USER MANUAL 11

Whenavirusis found,its nameis printedbetweerfilename:andFOUND.

As youcansee zip filesinsidethe zip file werescannedlIf avirusis foundin
the (compressedirchie, it’ s noticedwith InfectedArchive Infectedarchvesare
not countedasinfectedfiles - justfilesin themare. After scanningyou shouldsee
Scansummary(it maybedisabledwith —disable-summanyit lookslik e:

3.5 FreshClam

Thefreshclamutility is thedefault databas@pdaterfor ClamAntiVirus. It works
in two modes- from the commandine andasa daemon. Whenstartedby the
superuseit dropsthe privileges,by defaultit worksasclamav freshclamdown-
loadsthedatabasérom the ClamAntiVirus homepagandchecksts consisteng
usingMD5 sum. More informationaboutthe usageof this programyou will find
in freshclam(1)manual.

3.6 Signature Tool

sigtool automatessignaturecreation. If you have an infectedfile, which isn’t
detectedby ClamAV, but is by anotheranti-virusscannemworking in the console
you cancreatethe signatureeasily Exampleof usage: Createa randomfile and
put the testl file contentinto it. We will useclamscarto generatehe signature,
it’ sjustanexample.Scanit with clamscan-stdouttestfile the outputis

testfile: ClamAV-Test-Signature FOUND

----------- SCAN SUMMAR¥----------
Known viruses: 2033
Scanned directories: 0

Scanned files: 1

Data scanned: 0.95 Mb
Infected files: 1

I/O buffer size: 131072 bytes
Time: 0.245 sec (0 mO s)

Theuniquestringin this outputis "ClamAV-Test-Signature”’Runsigtoolwith the
following parameters:

$ sigtool -c ‘“clamscan --stdout" -f testfile -5 "ClamAV-Test"
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The programwill concatenatargumentsfor -c (—commandpnd-f (file), that’s
why the scannes optionsmustbe givenin the properorder At the endit will
generatea file testfilesig, which should contain 100 bytesin our example. It
containghe propersignature.

Detected at 12103, moving backward.

Detected at 11983, moving backward.

Detected at 11923, moving backward.

Not detected, increasing  pos 11893 -> 11923
Detected at 11923, moving backward.

Not detected, increasing  pos 11908 -> 11923
Detected at 11923, moving backward.

Not detected, increasing  pos 11915 -> 11923
Detected at 11923, moving backward.

Detected at 11919, moving backward.

Detected at 11917, moving backward.

Detected at 11916, moving backward.

Starting  precise  loop

**  Found signature end at 11916

The scanner was executed 46 times.
Signature  length is 50, so length of hex string should be 100
Saving signature  in testfile.sig file.

4 LibClamAV

libclamas maybe usedto adda virus protectioninto your software. Thelibrary is
thread-safeautomaticallyrecognizesindscansanarchives.Scannings veryfast
- in mostcasest won't benoticeable.

4.1 API

Eachprogramusinglibclamas mustincludeclamavh headefile:

#include  <clamav.h>

Thefirst stepis anengineinitialization. Therearethreefunctionsavailable:
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int  cl_loaddb(const char *filename, struct  cl_node **root,
int  *virnum);

int  cl_loaddbdir(const char *dirname, struct cl_node **root,
int  *virnum);

char *cl_retdbdir(void);

cl_loaddb()loadsonedatabas@ertime, cl_loaddbdir()loadsall .dband.db2files

from the directory dirname cl_retdbdir() returnshardcodeddatabaselirectory
path. The databasevill be saszed underroot andthe numberof the loadedsig-

natureswill beaddedto virnum Pointerto the treestructure(trie, see6.2) must

initially point to the NULL. If you don’t wantto save the numberof signatures
loadedpassthe NULL asthe third argument. cl_loaddb functionsreturn0 on

successndothervalueonfailure.

struct ¢l _node *root = NULL;
int ret;

ret = cl_loaddbdir(cl_retdbdir(), &root, NULL);

Theres elegantway to print libclamar’s errorcodes:

char *cl_perror(int clerror);

cl_perror() returnsa (staticallyallocated)string describingclerror code:

if(ret) {
printf(“cl_loaddbdir() error:  %s\n", cl_perror(ret));
exit(1);

}

Whendatabasés loaded,you mustcreatethe propertrie with:

void cl_buildtrie(struct cl_node *root);

In our example:
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cl_buildtrie(root);

OK, now you canscana buffer, descriptoror file with:

int  cl_scanbuff(const char *buffer, unsigned int length,
char *tvirname, const struct cl_node *root);

int  cl_scandesc(int desc, char *+virname, unsigned long int
*scanned, const struct cl_node “*root, const struct cl_limits
*limits, int  options);

int  cl_scanfile(const char *filename, char **virname,
unsigned long int *scanned, const struct cl_node *root,
const struct  cl_limits *limits, int  options);

All thefunctionssare avirus nameaddressindervirnamepointer virnamepoints

to the namein the trie structure thusit cant bereleasedirectly. cl_scandesc()
andcl_scanfile()canincreasescannedvaluein CL_.COUNT_PRECISIONunits.

They alsosupportarchie limits:

struct  cl_limits {
int  maxreclevel;
int  maxfiles;
long int maxfilesize;

The lastagumentconfiguresscanengine.Currentlyit supportsCL_ARCHIVE
(enablesarchve scanninglandCL _RAW (disablesarchve scanning).The func-
tionsreturn0 (CL _CLEAN) whenno virusis found, CL VIR US whenvirus is
foundandothervalueonfailure.

struct  cl_limits limits;
char *virname;

f* maximal number of files in archive *

limits.maxfiles = 100
[* maximal archived file size == 10 Mb *
limits.maxfilesize = 10 * 1048576;

[* maximal recursion level */
limits.maxreclevel = 8
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if((ret = cl_scanfile("/home/zolwi/test", &virname,  NULL, root,
&limits, CL_ARCHIVE)) == CL_VIRUS) {

printf("Detected %s virus.\n", virname);
} else {

printf("No virus  detected.\n");

if(ret I= CL_CLEAN)

printf("Error: %s\n", cl_perror(ret));

}

Whenyou don't needto scanmorefiles, thetrie shouldbereleasedvith:

void cl_freetrie(struct cl_node *root);

You will find someexamplesin clamas sources.Eachprogramusinglibclamas
mustbelinkedagainstt:

gcc -Wall exl.c -0 exl -Iclamav
Enjoy !

5 Problemsolving

5.1 Return codes

Returncodesare very useful, especiallyin systemscripts. You may checkthe
returncodefrom clamscan by runningthe following commanddirectly afterthe
scanneexits:

$ echo $?

Hereis alist of returncodesfrom clamscan

0: No viruswasfound.
1. Virus(es)detected.

40: Unknown optionwaspassedo clamscan Pleasecheckclamscan-helpor
manualpagefor availableoptions.
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50: Problemwith initialization of virus databaseProbablyit doesnt exist in the
default placeor wrongfile waspassedo —database

51: Wrongnumberof threadsvaspassedo —threads It mustbe a naturalnum-
ber> 0.

52: Not supportedile type. Scannesupportsegularfiles, directoriesandsym-
links.

53: Cant opendirectory
54: Cant openfile.®
55: Errorreadingfile. Probablythe mediumyou arereadingis broken. ®

56: Cant statinput file or directory File / directoryyou wantto scandoesnt
exist.

57. Cant getabsolutgpathnamef currentworkingdirectory Your currentpath-
nameis longerthen200 charactersWhenclamscarns startedwithout ainputfile
/ directoryit scanghe currentdirectory For somereasonst needsabsolutepath-
namesthe buffer is hardcodedo 200charactersindthatshouldbe sufiicient.

58: 1/0 error. Pleasecheckthefilesystem.
59: Cant getinformationaboutcurrentuser(runningclamscan).

60: Cant getinformationaboutuserclamav Userclamav(default unprivileged
user)doesnt exist in /etc/passwd.

61: Cant fork. Cant createnew processpleasecheckyour limits.
63: Cant createtemporaryfile or directory Pleasecheckpermissions.
64: Cant write to temporarydirectory Pleasespecifyanotherone.

70: Cant allocateandclearmemory Thisis a critical error, pleasecheckyour
system.

71. Cant allocatememory Look above.

6 Technicals

6.1 Security

Clam AntiVirus caresaboutsecurity Dangerousoperationgsuchasextracting,
temporaryfile creation,unlink() operationsjareexecutedwith clamavprivileges.
But thereareno programswithout bugs. Thisis ayoungprojectandeverything

5Only in one-filemode(in recursve modethoseerrorsareignored)
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is possible.In someplacesit usesthe snprintf() function,someolder systemgC
libraries) however the buffer lengthin this functionisn’t checled. This example
shows, that you shouldcheckyour systemfirst. Never set SUID/SGID bits on
Clam AntiVirus executables.If the SUID bit is setand clamscanis owned by
root, everyfile onthesystemmaybemodifiedwith the—log option. Normalusers
may useclamscarto scantheirfiles, otherfiles shouldnt interestthem.

6.2 Scanengine

New versionsof Clam AntiVirus are using a mutation of Aho-Corasicpattern
matchingalgorithm. Thisalgorithmusesafinite statepatternmatchingautomaton
[1]. Thealgorithmitself is a generalizatiorof the Knuth-Morris-Prattalgorithm.
Pleasdook at matderh for datatype definitions. The automatons represented
by thetrie. Trie is arootedtreewith somespecificpropertie§2]. Eachnodeof
the trie representsomestateof the automaton.In the implementationthe node
is definedasfollowing:

struct  node {
int islast;
struct  patt *ist;
int  maxpatlen;
struct  node *nextiNUM_CHILDS], *trans[NUM_CHILDS],  *fall;

[To becontinued...]

6.3 Threads
ClamAntiVirus usesPOSIXthreads.
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script(oav-updatg

e Michal Hajduczeniamichalis@mat.uni.torun.pl> - Clamtitle logo.

e PaulHoadley <paulh@logixsquad.net - "Installing gmail-scannerClam
AntivirusandSpamAssassianderFreeBSD”how-to.

e ThomasW. Holt Jr. <twh@cohesive.net> - informationaboutClamA/
compilingon Solaris2.6 andCobaltMIPS boxes.

¢ Nigel Horne <njh@smsltd.demon.co.uk> - mbox supportin clamscan,
support/mboxscamary fixes/impravements.
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e Kurt Huwig <kurt@iku-netz.de> - smartsuggestionsScannerDaemon
(OpenAntiMrus) author

e DaveJonesdave@kalkbay.co.za> - bugreport:problemin optionparser

e Kazuhiko <kazuhiko@fdiary.net> - Qmail-Scannef.12supportpatch.

¢ HenkKuipers<henk@opensourcesolutions.nl> - bugreport:0.50com-
pile problem

e Dr AndrzejKurpiel<akurpiel@mat.uni.torun.pl> - choiceof thisproject
from my list.

o DennisLeeuw<dleeuw@made-it.com> -"Debian GNU/LinuxMail Server”
how-to, correctionsof this document

e FreeOscar<freeoscar@wp.pl> - hex2str()enhancement

e Martin Lesseradmin-debian@bettercom.de> - patchfor http-proxyprob-
lemin 0.51.

e PeterN Lewis <peter@stairways.com.au> - Mac OS X datatype prob-
lem bugfix.

e MikeLoewen<mloewen@sturgeon.cac.psu.edu> - bugreport:clamscan

0.24compileerroron Solaris8.

¢ StebinMartig <sm@aofficeco.ch> - bugreport:/proc/cpuinfoproblemanal-
ysison Linux/Alpha, providing mewith accesdo the Linux/Alpha system.

e KenMcKittrick <klmac@usadatanet.com> - intensve FreeBSDtesting.

o ArkadiuszMiskiewicz <misiek@pld.org.pl> - Polish(edLinux Distribu-
tion (http://www.pld.org.pl ) rpm packagemaintainerfixesandideas.

e DougMonroe<doug@planetconnect.com> - Qmail-Scanneproblemanal-
ySis.

o NERvOus<nervous@nervous.it> - ElektraPro.comepresentate, heof-
ferednew (fast)sitefor ClamAV.

e JoeOaks<joe.oaks@hp.com> - HPUX support.

e WashingtonOdhiambo<wash@wananchi.com> - extensve mbox support
testing,bug reports.
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e MasakiOgawa <proc@mac.com> - Mac OSX supportJapanesdocumen-
tation.

e Martijn van Oosterhoukkleptog@svana.org> - codeanalysisand sug-
gestions.

e OpenAntiMrus.olg Team- virus database.

¢ Eric Parsonageeric@eparsonage.com - "Installing gmail-scannerClam
AntivirusandSpamAssassianderFreeBSD”how-to.

e Ant La Porte<ant@dvere.net> - proxy supportenhancement.

e Segei Pronin<sp@finndesign.fi> - bug report: accesgproblemsin su-
perusemode.
e ThomasQuinot<thomas@cuivre.fr.eu.org> - patchfor non-detultpre-

fix andincoherentdatabaséocationspecificationn defaults.hof clamscan
andfreshclam.

e Marcin T. Rzevucki <marcinr@mat.uni.torun.pl> - Fang/ Headers.

e David Sanchezdsanchez@veloxia.com> - bug report: threaddeadlock-
ing in acritical errorsituation.

e Enrico Scholz <enrico.scholz@informatik.tu-chem nitz. de> - dae-
monize()enhancements.

e Dr Zbigniew Szavczak <zssz@mat.uni.torun.pl> - ideas,suggestions
andspenttime on discussingsomeaspect®f ClamAyV.

e Trashvaretrashware@gmx.net - TrashScan

e Troy Wollenslagel <troy@intranet.org> - bug report: handlinginacces-
sibledirectoriesin archies.

e Andoni Zubimendi<andoni@Ipsat.net> - fix for segmentationfault in
0.12(NULL pointerdereference).

8 Author

Pleasebe patient. This is free software, it will be muchbetterwith eachrelease.
If youhave somequestionsfeel freeto mail me.

TomaszKojm <zolw@konarski.edu.pl>



CLAM ANTIVIR US: USER MANUAL 21

References

[1] Cormen,Leiserson,Rivest: Introductionto Algorithms Chapter34, MIT
Press.

[2] http:/www-  sr.informatik.uni- tuebinge n.de/ “bueh ler/AC /AC.

html : Aho-Corasicalgorithmdescription



